
 

 

Internet Merchant Acquiring 

FREQUENTLY ASKED QUESTIONS (FAQs) 

 

 What is Internet Merchant Acquiring 

Internet merchant acquiring is the service designed to offer online shopping convenience to the card 

holders and merchants whereby, card holders can make online real-time purchases through the 

merchant website backed by an internet acquirer bank. 

  

 How cardholder can attempt transaction through merchant website 

Cardholder needs to visit merchant’s website which offers online payment acceptance feature and 

can make payment to the merchant online real-time. 

 

 Which card a card holder can use to make payment to the merchant 

Card holder can use any Visa or MasterCard issued by any bank whether locally or internationally for 

making payments to the merchants. 

 

 What is 3D Secure?  

3-D Secure is a global standard to authenticate buyers in secure Internet transactions. 3-D Secure 

(Verified by Visa and MasterCard Secure Code) is an extra security check in the payment process. 

The identification method is similar to what is utilized on cash dispensers and cash points. 

 

 What does 3D Secure stand for?  

3-D Secure stands for “Three Domain Model”. 

 

 What are these three distinct domains? 

The three main domains include: 

o Acquirer Domain (the merchant and the bank to which money is being paid). 

o Issuer Domain (the bank which issued the card being used). 

o Interoperability Domain (the infrastructure provided by the card scheme that is credit, debit to 

support the 3-D Secure protocol). Interoperability Domain includes the internet, MPI, ACS 

and other software providers 

 

 Will merchant be charged for 3D Secure?  

No. This service is free of charge. 

 

 If Card holder has more than one Credit Card, does he need to register each card 

separately? 

Yes. Registration needs to be done for each card separately. 

 



 

 What is a 3D Secure IPIN? 

3D Secure requires a password or code called an IPIN. When completing an online transaction, 

cardholder must verify his IPIN along with the rest of credit or debit card details.  
 

 How can cardholder get a 3D Secure IPIN? 

Cardholder must apply for a 3D Secure IPIN with the bank that issued credit card, as each bank has 

its own process. 

 

 How is it verified? 

3D Secure is verified by: 

o Visa as Verified by Visa 

o MasterCard as MasterCard SecureCode 

 

 How Does 3-D Secure Work? 

Both Visa and MasterCard offer chargeback liability shift for specific fraud related chargebacks when 

the transaction is authenticated through Verified by Visa or MasterCard Secure Code. 

 

 What are the Benefits Of 3-D Secure to Merchant’s Business? 

o Provides Internet merchants with the ability to verify a consumer transaction through a 

secure, electronic, non "face-to-face" authentication process 

o Enables all parties in an e-commerce payment transaction to transmit confidential and valid 

payment data 

o Provides verification to the merchant that the buyer is the authorized user of a card account 

o Offers immediate protection from fraud-related chargebacks ("I didn't do it" chargebacks) 

against authenticated transactions 

 

 What is PCI DSS? 

PCI DSS stands for Payment Card Industry Data Security Standard. It is a set of standards for the 

payment card industry that is designed to protect cardholder data. 

 

 Which entity does PCI DSS apply to? 

It applies to all entities involved in payment card processing – including merchants, processors, 

acquirers, issuers, and service providers, as well as all other entities that store, process or transmit 

cardholder data.  

 

 Does PCI DSS apply on UBL internet merchants? 

As UBL internet merchants don’t have the direct access to the card holder data due to the common 

hosted payment page with the payment gateway service provider, PCI DSS compliance is not 

applicable to them. However, it is still the merchant’s responsibility to store all information related 

to their cardholder and card holder’s transaction (which is received by merchant) in secure and 

encrypted format.  


